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Does it sound familiar?

• Informatics is an idealistic and optimistic 
science. For most of our existence, we focused 
on all of the good that automating people's 
actions can do... But it’s clear now that we 
didn’t do enough to prevent our tools for being 
used as harm as well … we didn’t take a broad 
enough view of our responsibility and that was a 
big mistake ...
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A "digital" world we are blind to…

• More and more data
• More and more digital data

• We do not have the senses for the digital world

• One of the root causes for security problems, 
worsening and worsening year after year…
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What is Informatics?

• automated processing of representations

• Representations, i.e. signs without an intrinsic 
meaning

• Automated, i.e. mechanical, like a clock (levers & 
gears)

• Processing, i.e. effective transformation carried out 
by an agent
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The question of meaning

• Signs are "symbols", they refer to a meaning, 
but only for a (human) interpreter
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The great power of informatics

• The agent executes instructions
whose meaning is unknown

to manipulate representations
whose meaning is unknown

• Through this we obtain machines 
replicating human behaviour
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The conceptual kernel of informatics

FROM
Solving problems

TO
Having problems solved

• "A difference which makes a difference "   (G.Bateson)
• Without the effective processing agent (i.e., 

the automaton) there is no informatics
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Informatics: the 3rd "power" revolution

http://www.broadband4europe.com/informatics-third-
power-revolution-consequences-part-1/

• 1st "power" revolution (1400): invention of the 
printing press

• … 800 million books after …
• 2nd "power" revolution (1700): industrial revolution

• … 800 billion machines after …
• 3rd "power" revolution (1900): informatics revolution
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The first power revolution

• Invention of the printing press
 technical revolution: faster replication of texts
 social revolution: faster spreading of knowledge

• Replicability of texts breaks the power of 
authority

• Overcomes time and space constraints
• Through books, knowledge can arrive to anyone 

who can read
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The second power revolution

• Automated machines (industrial revol.)
 technical revolution: faster production of objects
 social revolution: overcoming of physical barriers to 

movements
• Replicability of physical strength breaks the 

power of nature
• Industrial machines boost physical capabilities of 

humankind
• Physical artefacts significantly change the world 

and the way we live in
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The third power revolution

• Digital machines (informatics revol.)
 technical revolution: faster transformation of data
 social revolution: spreading of "dynamic cognitive 

artefacts" 
• Replicability of actionable know ledge

(actionable = "ready to be put in action") breaks 
the power of human intelligence

• Amplifies cognitive capabilities of humankind
• Cognitive machines
 Its activation generates knowledge
 Affects the cultural sphere
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Consequences

• We cannot really envision them...
• Cognitive machines are successfully substituting 

people in many tasks
 Completely specifiable tasks
 Low conceptual complexity

• However…
 Human intelligence is not "like" a clock mechanism

• Human intelligence can:
 Adapt to a changing environmente
 Manage new or modified requirements/ constraints
 Learn from mistakes and experience

• Artificial Intelligence can only learn what it has been
programmed to learn
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But…

• Cognitive machines are completely detached from 
what it means to be human beings

• When it comes to decisions affecting people and 
society we need the embodied intelligence of 
human beings, not the artificial intelligence of 
cognitive machines
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Dangers of digitalization

• From a partial statistical description of the past to 
the mandatory prescription of the future

• After lunches judges are more benevolent !?!? 
[Danziger et al., PNAS, 2011]

• It's just a correlation, there are other organizational 
causes [Weinshall-Margel & Shapard, PNAS, 2011]

• France has forbidden analytics on judges’ activity is 
well taken [Artificial Lawyer, 2019] 

• Incorporeal decision systems risk stealing human 
beings of their most precious and more 
characteristic qualities, free will.
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Data madness…

• Wired 2008, The end of theory: the data deluge makes 
the scientific method obsolete.

• « We can stop looking for models. We can analyze the 
data without hypotheses about what it might show. We 
can throw the numbers into the biggest computing 
clusters the world has ever seen and let statistical 
algorithms find patterns where science cannot. »

• « The new availability of huge amounts of data, along 
with the statistical tools to crunch these numbers, offers 
a whole new way of understanding the world. 
Correlation supersedes causation, and science can 
advance even without coherent models, unified 
theories, or really any mechanistic explanation at all. »

Enrico Nardelli © 2021 Ventennale laurea Informatica Applicata a Urbino 19



Theory is more important than ever…

• C.S. Calude, G. Longo: The Deluge of Spurious Correlations in 
Big Data, Foundations of Science, pp. 1-18, March, 2016

• Given any arbitrary correlation on sets of data, there exists a 
large enough size such that any data set larger than that 
size realizes that type of correlation.

• Since this large enough data set is arbitrary, it could have 
been obtained by a random number generator which, 
by design, excludes any underlying structure or rule that 
could justify action through possible future extensions.

• It is exactly the size of the data that allows the result: the 
more data, the more arbitrary, meaningless and 
useless correlations will be found in them.

• The scientific method can be enriched by computer mining in 
immense databases, but not replaced by it.
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Data education

• Key issues regarding data
 Origin
 Selection
 Correctness
 Completeness
 Processing

• The map is not the territory!

• Data are objective, self-evident and true?
 The glass is half empty !
 The glass is half full !

• Data is neither good nor bad, nor is it neutral
 Modeled after the Kranzberg's first law of technology

Enrico Nardelli © 2021 Ventennale laurea Informatica Applicata a Urbino 21



A social challenge

• Social space and digital space are intertwined
• Those who control data control society
• Any vision of society cannot avoid dealing with 

this element
• « For a mainstream political party today to 

abandon responsibility over the “digital” is 
tantamount to abandoning responsibility over 
the future of democracy itself. »

Evgeny Morozov, The price of hypocrisy, 2013.
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What to do…

• We are much more than a thousands data 
points collected in the past

• We are first and foremost citizens, not 
consumers

• Defend privacy and detach from surveillance
• No privacy, no freedom
• No freedom, no democracy
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Ethical issues

• What should we
use automatic
decision systems
for?

• Technology should
be in the service of 
people and not the 
other way round
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Manifesto on Digital Humanism

• Vienna, may 2019
https://dighum.ec.tuwien.ac.at/dighum-manifesto/

• Democracy and inclusion
• Privacy and freedom of speech
• Fairness and transparency
• Regulations of the markets
• Decisions affecting individual or collective 

human rights must be made by human beings.
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Why education?

• To prepare citizens for the society
• … which includes to be able to find a job

• Well-prepared citizens able to understand and 
decide

• Universal education is the corner stone of 
democracy
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More than 50 years ago…

• « The most valuable acquisitions in a scientific or 
technical education are the general-purpose mental 
tools which remain serviceable for a lifetime. »

• « I rate natural language and mathematics as the most 
important of these tools, and computer science as a 
third. »

• « The learning of mathematics and computer science 
together has pedagogical advantages, for the basic 
concepts of each reinforce the learning of the other. »

[George Forsythe, What to do till the computer scientist 
comes. Amer. Math. Monthly (1968)75:454-462.]
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The third essential "language"

• Natural language: social relations
• Mathematics: quantitative relations
• Informatics: transformation processes

• Bernard Chazelle:
 « the idiom of modern science»
 « the partial differential equations of 21th century»
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Informatics for All: the challenge

A two-tier approach
1. Teach informatics as a specialized subject 

starting in primary all the way up to secondary
2. Teach informatics as a method and language 

capable to offer an additional and specific way to 
describe and explain phenomena (integrated in 
other subjects)

• Not at all easy to implement! A thought experiment: 
imagine Mathematics exists only at the university 
and plan how to introduce it into all school levels 
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A Grand Educational Challenge

Level Integrated in 
other subjects

As autonomous 
subject

University

Secondary

Primary

Extend Informatics education
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The "Rome declaration" (March 2019)

• https://informaticsforall.org/rome-declaration

CONSIDERING THAT
the discipline known as Informatics is the scientific core of 
the digital society, shapes the digital world, and explains 

how it works and evolves

CALL UPON
all European national and international institutions to 

exercise their moral suasion power so that the principles of 
Informatics are included as part of school curricula at all 

levels

• Have it signed by your institution !
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The key point for informatics education

• Digital computing systems operate without any 
comprehension, by the system itself, of what is 
processed and how it is processed

• « We are meaning-seeking creatures. 
Biologically, our nervous systems are organized 
in such a way that the brain automatically 
clusters incoming stimuli into configurations. »

I.Yalom,  Love’s Executioner and Other Tales of Psychotherapy, 1989.
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A matter of choices

• Modelling reality in terms of digital data and 
processing them by means of algorithms is a 
human activity
 may be affected by prejudice and ignorance, possibily

unconscious or unknown.
• Any choice is the result of a human decision 

process and is therefore devoid of the absolute 
objectivity that too often is associated to 
algorithmic decision processes. 
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A proposal for tertiary education (1)

• We need to prepare our students in a way 
similar to how they train medical doctors
 Start from scientific basis
 Then progress to the study of system
 Eventually deal with a human being 

• Focus on the specific problem of the specific 
patient
 feet firmly planted in science, 
 head aimed at making people and society feel better
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A proposal for tertiary education (2)

• Strong basis in discrete mathematics, algorithmics, 
semantics, systems and networks

• Learn to solve automation problems regarding data 
processing paying attention to people

• Develop an appreciation for human and social 
viewpoints regarding digital systems 

• User Centered Design – Human Centered Design & 
Engineering 

• Complementing with interdisciplinary and 
multidisciplinary education from the humanistic and 
social areas 

• Implement digital transformation while improving social 
well-being of people

• Respect for people and values of a democratic society 
have to be the guiding forces.
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Take away concepts

• Informatics systems are cognitive machines, 
however, they do not understand what they do

• Informatics is the third "power revolution"

• The digital world needs to be shaped according 
to human values (Digital Humanism)

• We have to teach Socially Responsible 
Informatics
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THANKS !
Enrico Nardelli

Univ. Roma “Tor Vergata”
http://www.mat.uniroma2.it/~nardelli/

@enriconardelli

http://www.linkedin.com/in/enriconardelli

https://www.facebook.com/enrico.nardelli
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